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@ Dynamic bandwidth estimation and adaptalton for packet communications networics. 



@ Access control for a packet communications 
networic Includes a dynamic bandwidth updat- 
ing mechanism whi^ oontinuoudy monitora 
the mean bit rata of the signal aourca and the 
loss probability of the oonnectk>n. These values 
are filtered to renxTva noise and then used to 
test whether the values fall within a pre-defined 
acceptable adaptation regton In the mean bit 
rate, loss prot)ability plane. Values falling out- 
side of this region trigger bandwklth updating 
procedures %vhtoh, in turn, result in acquiring a 
new connection bandwidth, and detanmlning 
new filter paranr>eters and new parameters for a 
lealcy bucket access mechanism. 
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EP 0 843 514 A2 

Technical Fl^ld 

This inv ntion relates to traffic management in packet oommunicatlons networks and, more partteulariy, 
to traffto monltorlngp traffic nieasurement filtering, and adaptive bandwidth adjustment for such networks. 

s 

Background of the Invention 

In order to avoid congestion and insure adequate traffic flow In packet communication networks, it is conn- 
mon to control the access of packet sources to the networic on an ongoing basto. In order to successfully control 

10 traffic access, it Is necessary, first, to accurately characterize the traffic so as to provide appropriate bandwidth 
for carrying that traffic. Simple measurements whteh provide accurate estimates of the bandwidth require- 
ments ofa source are taught in the copending applicatk>n Serial Number 07/942,873, filed September 10, 1992, 
and ass^ned to applicants' assignee. In this application, the parameters used to characterize traffk^ Include 
R, the peak bit rate of the Incoming traffic in bits per second, /n, the mean bit rate of the incoming traffic in 

IS bits per second, and b, the mean burst length of the traffic In bits. Rather than using the actual burst length, 
however, a so-called "exponential su bstltutlon" technique is used to calculate and equivalent burst length whrdi 
woidd produce the same packet loss probability if the traff k: were a well behaved exponentially dstributed 
on/off process. For traff k: widely differing from such an exponential process, this equivalent burst length pro- 
duces a much nrK>re accurate characterization of the actual traffic and therefore permits a higher density of 

20 traffic on the same transmission facilities. 

The measured parameters are used to control the access of signal sources to the network when the actual 
traffic behavior departs significantly from the initial assumptbns. Alealcy bucket mechanism is one technique 
for controlling access to the network when the traffic exceeds the Initial assumptions, but yet penntts trans- 
parent access to the network when the traffic remains within these Initial assumptions. One such leaky bucket 

25 mechanism is shown in the copending applicatk>n Serial Number 07/943,097, filed September 10, 1992, and 
assigned to applicant's assignee. More particularly, the leaky bucket mechanism of this application prevents 
saturation of the network by low priority packets by limiting the number of low priority packets which can be 
transmitted in a f bced period of time while Imposing a minimum on the numb^ of red packets transmitted at 
a given time. Such leaky bucket control mechanisms optimize the tow prrarity throughput ctf the packet network. 

30 High prioritytraff k;. of course, is transmitted with little or no delay in the leaky bucket mechanism. 

The above-described mechanisnts are suitable for oontrolilng traffte only if the traffic is reasonably well- 
behaved and remains within the general vicinity of the In^ally assumed traffic parameters. The traffic man- 
agement system, however, must be structured to deal with traffic which Is not well-behaved and which departs 
substantially from the Initially assunned traffic parameters. If such a departure persists for any significant 

35 length of time, a new connection bandwidth must be assigned to the connection to accommodate the new traf- 
fic parameters. Such adaptation of the control system to radical changes in traffic behavior presents the prob- 
lems of filtering the traff te measurements to separate transient changes of traff to behavior from longer term 
changes, and detenmlning reasonable ranges within which the initially assumed traffic parameters can be 
maintained and outside of whtoh new connectk)n bandwidths must be requested. A bandwidth too large for the 

40 actual traffic is wasteful of connection resources while a bandwidth too small results in excessive packet loss. 
Ancillary problenDs include reasonable ease in inrv}lementation of the adaptatk>n process and reasonable conn- 
putational requirements in realizing the implementation. 

Summary of the Invention 

45 

In accordance with the illustrative embodiment of the present invention, dynamic adaptation of a traffic 
control system to changes in the traff k; parameters is provided by defining a regk)n within which adaptation 
is not required and outside of which a new bandwidth allocation must be requested. In particular, the bandwidth 
requirement is adjusted upward if the measurements indicate that either a desired maximum packet loss prob- 

50 ability will be exceeded or if the traffic on that connection will start to unfeirly interfere with other connections 
sharing the transmission feciiities. The bandwidth requirement can be adjusted downward, on the otiter hand, 
if significant bandwidth savings can be realized for both the user of the connection and for the balance of the 
network, without vk>lating any quality of service guarantees for all of the connections. In further accord with 
the present inventbn, these limits on the adaptation region are converted to values of effecth^e mean burst 

55 length and mean bit rates. The measured effective mean burst length and mean bit rates are then filtered to 
Insure that the filtered valu^ are statistically reliable, i.e., that a sufficient number of raw measurements are 
involved to insure a preselected confidence level In the results. This minimum number of raw measurennents. 
in turn, determines the amount of time required to collect th raw measurem nts. given th mean bit rate of 
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the traffic This measurement time can be used to nrteasure not only th stattetfcs of the inocming data stream 
to the leaky bucket, but also the ffect of the leaky bucket on the Incoming traff la Thto latter measurem nt 
aOows a measure of how well the I aky bucket Is dealing with variances in th offered traff k: and hence the 
packet k>S3 probability. 

5 Wh n the traffic parameters fail outside of the desired adaptation region, a new oonnectton with a different 
bandwidth is requested in order to accommodate the changes in the traffic parameters. Computattons to de- 
termine the need for adaptation can be minimized by using extrapolatran techniques between computed values 
marking the bounds of the adaptatbn region, and confining consideration to only the upper right quadrant of 
the adaptation region. 

10 The adaptation mechanism of the present inventk)n has the distinct advantage of insuring a continuously 
reasonable traffic management strategy by insuring dynamk; adaptation when the needs of the connectk>n or 
the needs of the network call for such adaptation. Moreover, unnecessary adaptation is avoided, reducing the 
overhead involved in such adaptation. 

15 Brief Descrtption of the Drawings 

A complete understanding of the present invention may be gained by conskJering the fbOowing detailed 
descriptk>n in conjunction with the accompanying drawings, In which: 

FIG. 1 shows a general block diagram of a packet oomnrujnications network in which the dynamk: traffic 
20 management mechanism of the present invention might find use; 

FIG. 2 shows a graphical representation of a connection request message whk:h might be used to set up 
initial connectk)ns and dynamically altered connections in the packet communicattons network of FIG. 1 , 
using the dynamic traffic management mechanism of the present invention; 

FIG. 3 shows a general block diagram of the network access subsystem for the network of FIG. 1 in which 
25 the dynamte traffic management mechanism of the present invention is implennented; 

FIG. 4 shows a block diagram of the traffic characteristics estimation and adaptatk>n module fbnming a 
part of the network access subsystem of FIG. 3; 

FIG. 5 shows a graphical representation, in the mean bitrate-effecth^e burst length plane, of the adaptation 
region outskJe of which newconnectk)n parameters are requested foran existing oonnectk>n in accordance 

30 With the present invention; 

FIG. 6 shows the adaptation regk>n of FIG. 5 repl(^ted on the mean bit rate, red marking probability plane 
to reduce the computational requirement of deterniining operation outside of this adaptation region; 
FIG. 7 shows a flow chart of the process for controlling the access to a packet communicatbns network 
such as that shown in FIG. 1. using the adaptation region illustrated graphtealty in FIG. 6; and 

35 FIG. 8 shows a flow chart of the process for updating a connection when required by the procedure of the 
flow chart of FIG. 7. 

To facilitate reader understanding, identical reference nunnerals are used to designate elements common 
to the figures. 

40 Detaned E>QBcrlptton 

Referring nK>re particularly to FIG. 1 , there is shown a general block diagram of a packet transmission sys- 
tem 10 comprising eight network nodes 11 numbered 1 through 8. Each of network nodes 11 is linked to others 
of the network nodes 11 by one or more communicatk>n links A through L Each such oonrtfnunicatk>n link may 

45 be either a permanent connectton or a selectively enabled (dial-up) oonnectton. Any or all of network nodes 
11 may be attached to end nodes, network node 2 being shown as attached to end nodes 1. 2 and 3, network 
node 7 being shown as attached to end nodes 4, 5 and 6. and network node 8 being shown as attached to 
end nodes 7, 8 and 9. Network nodes 11 each comprise a data processing system which provkles data com- 
munications services to all connected nodes, network nodes and end nodes, as well as providing decision 

so points within the node. The network nodes 11 each comprise one or more decision points within the node, at 
which point incoming data packets are selectively routed on one or more of the outgoing communication links 
terminated within that node or at another node. Such routing decisions are made in response to information 
in the header of the data packet. The networic node also provides ancillary services such as the calculation 
of new routes or paths between terminal nodes, the provision of access control to packets entering the network 

ss at that nod . and the provision of directory services and topology database maintenance at that node. 

Each of end nodes 1 2 comprises either a s urce of digital data to be transmitted to another end node, a 
utilization device for consuming digital data received from another end node, or both. Users of th packet com- 
munications n tw rk 10 f RG. 1 utilize an end node device 12 connected to the local network node 11 for 
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access to the packet network 10. The local network node 11 translates the user's data Into packets formatted 
appropriately for transmission on th packet network of FIG. 1 and generates the header which Is used to route 
th packets through th network 10. 

in order to transmit packets on the network of FIG. 1, it Is necessary to calculate a feaslbl path or route 

a through the network from the source node to the destination nod for the transmission of such packets. To 
avoid overload on any of the links on this route, the route is calculated in accordance with an algorithm that 
insures that adequate tiandwidth b available for the new connectbn. One such algorithm is disclosed in the 
copending application, Serial Mumber 07/674,917, filed April 28, 1992, and assigned to applicant's £»signee. 
Onoe such a route Is calculated, a connection request message \s launched on the network, following the con>- 

10 puted route and updating the bandwidth occupancy of each link along the route to reflect the new connection. 
One such connection request message is shown in FIG. 2. 

in FiG. 2 there Is shown a graphical reprssentatk)n of a connection request message to be launched from 
a source node in the network of RG. 1 to a destination node in the network along a precalcuiated route. The 
connection message of FIG. 2 comprises a routing field 20 which Includes the Infomation necessary to trans- 

16 mit the connection message along the precalculaled route. Also included in the oonnectk>n request message 
of FIG. 2 is a connectwn request vector 22 which characterizes the important statistical characteristics of the 
new packet source and which allows this new source to be statistically multiplexed with the previously existing 
signals on each link of the route. As wID be discussed In detail hereinafter, the connection request vector In- 
cludes a relatively few parameters necessary to adequately characterize the pack^ source. As described In 

20 the afbre-mentioned copending applicatbn. Serial Number 943,097 and assigned to applicant's assignee, 
these parameters might include the maximum bit rate for the source, the mean of that bit rate, and the equhmlent 
burst length of packets from that source. 

The values in the connection request vector are used to test each link of the route to determine if the new 
connectk>n can actually be supported by that link, and to update, separately for each link, the link occupancy 

25 metric for that link to reflect the addition of the new connection. If the link occupancy has changed since the 
route was calculated, the connection may be rejected at any node along the route, and the source node notified 
of the rejection. Finally, In FIG. 2. the control fields 23 include additional Inlbrmatbn used in estabiishing the 
connection, but which Is not pertinent to the present invention and will not be further dbcussed here. Hote that, 
when a oonnectkm is to be taken down, a connection removal message having the same format as RG. 2 is 

30 transmitted along the route of the connection to be removed. The link occupancy of each link is then updated 
to reflect the removal of this connection by subtracting the metrics for the removed connection. 

in RG. 3 there Is shown a general block diagram of the source bandwidth managenrient subsystem In ac- 
cordance with the present invention comprising a leaky bucket nKKJule 34 to whrch the user traffk; on Input 
line 39 is applied. The output of leaky bucket module 34 is applied to the network 10 of FIG. 1. Asubsystem 

35 similar to that shown in FIG. 3 is provided for each source of user traffic to be applied to the network 1 0. These 
bandwidth management subsystems are located in the endnodes 12 of FIG. 1 and one such a bandwkJth man- 
agement subsystem is provided for each direction of transmissbn between two communicating users. Al- 
though such bandwidth nnanagenrwnt subsystems can be realized with hard-wired drouit components, the pre- 
ferred embodiment utilizes a programmed computer since such an implennentatlon is more readily modified 

40 to acoomnrK>date improvements and to reflect changes in traffic patterns. 

In leaky bucket access control module 34, packets are launched into the network on line 40 with one of 
at least two different priority classes, conventionally called "Ved" and "green," where green is the higher priority. 
Green packets are guaranteed a pre-spedf led grade of service based on an acceptable level of delay and loss 
probability within the network. The red packets do not have the same guarantees and are discarded before 

46 the green packets when congestion ocoura. Bandwidth-conserving strategies for optimally marking packets 
In a leaky bucket mechanism is disdosed in the copending application Serial Number 943.097, filed September 
10, 1992, and assigned to applicants* assignee. In general, the functk>n of the leaky bucket moduie 34 » to 
"shape" the traffic before itentera network 1 0 (FIG. 1). espedally for user packets not conforming to the initially 
provided statistical description, by marking such packets red. If the traffic characteristics stay within the initially 

so negotiated values, however, the red marking mechanism Is sufficiently limited to insure the promised loss prob- 
ability, [f the incoming traff chara^ristlcs depart substantially from the negotiated values, estlnrtatlon and 
adaptation module 33 is invoked to take corrective action since the leaky bucket module 34 can no longer cope 
with the new traffic. 

As described In connection with FIG. 1. when a new connectk>n is to be set up through network 10, an 
55 initial estimate of the traffic characteristtos Is made by the packet source. This estimate arrives at the band- 
width management system of RG. 2 on line 36 together with the quality of service requirements on line 36. 
Such quality of servtoe (QOS) requirements indude acceptable loss probabiliti s, acceptabl delays, real-time 
deiivery requirem nts, and so forth. Conn ction agent 32 passes thes connect! n requirements on to path 
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selection controller 30 which uses these requirements, together with th up-to-date network description In to- 
pology database 31 to calculate a connection path through network 1 0 (FIG. 1) which satisfies aO of thes re- 
quirenDents. One optinnum connection path seiectk)n controller Is described In the copending application Serial 
Number 07/874,91 1, filed April 28. 1 992 and assigned to applicants' assignee. Once catoulated, th proposed 

5 connection path is encoded In a connection request message such as that shown In RG. 2 and launched as 
a bandwidth request onto the network 10 over line 37 of FIG. 3. 

The bandwidth request message of FIG. 2 traverses the calculated connection path and. at each node 
atong the route, is used to reserve, in the next leg of the connection, the bandwkjth required to satisfy the re- 
quirements of the connection request If sufficient bandwkith is available in each link of the connection along 

f 0 the computed path, the destlnatbn endnode 12 (RG. 1) receh^es the request and transmits back an acceptance 
of the new connection. If. at any link along the route, Insuff ictent bandwidth is available due to changes in the 
traffic patterns, a denial of the connection request is transmitted back to the source endnode. These bandwidth 
replies, whether negative or positive, are delivered back to connectk>n agent 32 on line 38. If the connection 
is denied, the user source is notified and another attempt at the connectk>n can be made later. If the connection 

f 5 Is accepted, leaky bucket module 34 is activated and supplied with the appropriate parameters to control the 
access of the user traffic. The user then begins introducing traffic on line 39, At the same time, e^mation 
and adaptation modide 33 begins monitoring this incoming traffic to determine if any significant changes in 
the incoming traffic characteristics have occuned during the life of the connection. If so, module 33 notifies 
connectton agent 32 to request a new bandwkJth allocation, supplying connection agent 32 with the new traffic 

20 parameters required for the connection. As before, connection agent 32 launches a new bandwidth request 
on line 37 requesting the adjustnMnt of the bandwidth of the connectk>n. If the adji»tment is accepted, the 
leaky bucket parameters are updated with the new traffic characteristics ami estimatk>n and adaptation module 
33 continues to nrKmitor the Incoming traffic but with the new characteristics. Note that only a new bandwidth 
aflocation is requested, rather than a new connectk>n. This saves the overhead involved in taking down the 

25 ohj connection and setting up a new connection. If the requested addUonal bandwidth Is not available, the 
connectton can be either taken down or given a lower priority, depending on the original negotiatkms with the 
sending party at the source node. The present inventton is an Inrtprovement In the estimatbn and adaptation 
module 33 (rf FIG. 3. 

in RG. 4 there is shown a block diagram of an estimation and adaptation module in accordance with the 
30 present inventk)n comprising a box 41 which uses the initial traffic parameters, supplied on line 36 of FIG. 3. 
to calculate an adaptation region. For convenience, this adaptation region is measured in units corresponding 
to the initially assumed mean bit rate of the incoming user traffic and the initially calculated red maricing prob- 
ability of the leaky bucket module 34 of FIG. 3. The actual Input traffic is applied to mean bit rate filter 45 to 
determine the actual current mean bit rate of the incoming traffic. At the same time, the actual red marking 
35 probability of the leaky bucket nrKxiule 34 (responsive to the actual traffic served by the leaky bucket module 
34) is applied to red probability filter 47. The function of filters 45 and 47 is to filter out the transient changes 
in mean bit rate and red maridng probability. The filtered nriean bit rate and the filtered red marking probability 
are compared, in unit 42. to the adaptatk>n regton established in block 41. As long as these filtered parameters 
remain within the adap^tion region, nothing is done. If either of the filtered parameters fall outside the adap- 
40 tation region, however, a new effective burst length is computed in block 43 and the new effective burst length 
Is used to request a new connection for this user's traffic. Before proceeding to a more detailed description of 
the adaptation process, the following variables wID be defined: 

R The maximum bit rate, in bits per second, of the input traff k asrequested by the user source to Initiate 
the connection. 

45 m The mean bit rate, in bits per second, ctf the input traffic as requested by the user source to initiate the 
connection. 

b The mean burst length. In bits, of the input traffic as requested by the user source to initiate the con- 
nection. 

i The sampling period of both of filters 45 and 47. The filters 45 and 47 receive measurenrmnts and report 
50 filtered outputs to the compare unit 42 every i seconds, for a succession 1 , 2, " n, periods, at which 

time compare unit 42 makes a decision. 
m„ The raw measurement of the mean bit rate of the input traffic for the rAh sampling period of duration f. 
The raw measurentent of the red maridng probability being used in the leaky bucket 34 during the rih 
sampling p riod of duratbn f. 
55 m„ The filtered value of th mean bit rate, as filtered by bit rate filter 45 of FIG. 4. for the Input traff k; at 
^ the end of th nth sampling period. 

^ The filtered value of the red marking probability, as filtered by red marking probability filter 47 of FIG. 
4. for the leaky bucket at the end f th nih sampling period. 
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bi The effective burst length of the Incoming traffic at the end of the nth sampling period, used to request 
a new connection. 

The green token g n ration rate used in th leaky bucket modul 34of FIG. 3 during the nf/r sampling 
p riod. The green token rate determines the rate at which packets marked green can be injected into 
5 the network. 

The size of of the green tolcen pool in the leaicy bucket nrK>dule 34 of FIG. 3 during the nth sampling 
period. The size of the green token pool determines the length of green packets injected into the net- 
work. 

Measuring the nnean bit rate m„ of the Incoming traffic is simple. A counter counts the number of bits re- 
10 celved during the sampling perk>d t and divides this number by the length f. Similarly, the red marking prot>- 
abiiity ^ is equal to the number of packets marked red during the sampling period I divided by the total number 
of packets transmitted during the period f. it is these raw figures which are delivered to filters 45 and 47, re- 
spectiveiy, ev«7 f seconds. It will be noted that adaptation region (established when the connection is initially 
set up and once per bandwidth adjustment thereafter) is established in terms of the units of the raw measure- 
rs ments m„ and ^ to avoid unnecessary calculatk>ns. Similarly, the effective burst length bit Is dso calculated 
only if the f titared or ^ falls outside of the adaptation region. As will be discussed hereinafter, an adaptation 
region is established around a target red marking probability ^j-and a target n>ean bit rate mjcorrasponding 
to the mean bit rata for the sampling Interval / after which the previous update was Implemented and which 
has been used by the network since that prevkxjs update. 
^ As taught in the aforementioned patent applicatron Serial Number 942,873, the effective burst length can 
be calculated by substituting for the actual traffic stream an equivalent traffic stream having the same peak 
rata R, the aame mean bit rate m, and the same mean burst length b, but where the substituted traffic stream 
conforms to a model having an on/off process where the on and off periods are independent (mutually and 
among themselves) and are exponentially distributed. This "exponential substitution" process is used to cai- 
25 culate an effective burst length for the actual traffic stream so that the actual traffic steam has the same packet 
loss probability e if the substituted traffte stream were fed to the same transmission link. The packet loss prob- 
ability e for the substitutad traffic, as taught in the afora-mentloned application, is given by 

R(c - m)exp(-T|/btf) 



70 



" (R - m)c - m(R - c)exp(^-T]/b^f) 

where 

X(c-m)m j2) 

where c Is the speed of the transnnission facil^ being used and Xls the buffer size of the transmission facility. 
35 Solving equations (1) and (2) for effective burst length gives 

i>. = n/ln^i^^^^fet^f^ (3) 
8C(/\ — /n) 

In the adaptation system of FIG. 4, the transmission facility Is the leaky bucket module 34 and hence the 
packet loss probability e is the red marking probability t,n and the buffer size X Is the size of the green token 
^ pod Mff. That is, the effective buret length is given by 

where 

If the loss (red packeQ probability falls outside of the desired range, it is together with R and m„, which 
are passed to the connection agent 38 of FIG. 3 in order to attempt a bandwidth update for the connection. If 
the bandwidth update request is accepted, new leaky bucket parametere and Af are computed based 
on the new traffic parameters R, m„ and 6^ The calculation and use of these leaky bucket paranrteters Is taught 
in detail in the aforementioned copending application Serial Number 07/943,097. 

The filters 45 and 47 report estinutas of mean bit rate and red marking probabilities, respactrvely, every 
t second. The value of f is detanmlned by how fast connection agent 32 can get raplies to a request launched 
55 on the network since it is us less for f iitars 45 and 47 to supply new estimates whteh might require new con- 
nection requests faster than such requests can be processed. Thus the sampling rate t is dependent on the 
maximum round trip d lay of th network 10 of FIG. 1 and thus dependent on the networic implementation. 
Each of filters 45 and 47 maps th current raw measurement and all of th previous measurements into an 
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estimat of the filtered value. Let Xu X2. x;, b th raw measurements and Xu x„ be the stimates 

(where x is e^er/n or While the mapping of f iltera 45 and 46 can be any function, in the preferred embodi- 
ment of th pres nt invention tills mapping is exponential. That to. th nth estimate x„ is given by 

x„ = ax„. 1 + (1 - a)x„. (6) 

^ whara the filter parameter a, tying between zero and one (0<a<1), detenmlnes the relative reliability of the two 
tenns In equation (6). The value of a ia detBrmined aa fdiowa, taking up the mean rata filter 45 of FIG. 4 first. 
A&sociated with the mean bit rate m ia a number which ia tlie amount of time nsquired to coliect the snrailest 
amount of information from which a "suff iciantiy accurate" estimate of m can be made. Let be the number 
of raw measurementa of m received by filter 45 in time Tfj^ l.e., is the smallest integer larger than TJL N„ 
then Is the ^nallest number of raw measurements of m needed to determine a m/v. which is statistically reliable. 
For thia nea^n, when it Is first initialized, filter 45 does not report any estimates to contpare unit 42 until N„ 
measurements have been raceived. and can be defined similarly to represent the minimum number and 
minimum collection period of raw measurBmenta for statistically reliable red marldng probabilities In f iltar 47. 
If all of the mean rate estimates are constant and equal to m, the N„th estimate is given by 

A/v. = + (1 - a^'X'" " '^o)- 
If, for example. It is desired to keep within 90% of m ffxsm the initial condltton rho, then satisfies 

1 - aj- = 0.9 (8) 

20 and 

= 0.11"^ (9) 

Using confkJence interval analysis, tha datarmination of the value of (and of proceeds in the following 
steps: 

1. Identify independent (or almost independent) identically distributed (IIDs) "experiments" involved in 
measuring mean rate; 

2. Determine tha minimum number of experiments needed to achieve a desired confidence interval; and 

3. Determine T„ as the amount of time needed to collect the minimum number (from the previous step) 
of experiment results. 

Assuming that the traffic can be modeled as an on/off process satisfying the independence and exponen- 
^ tial distribution assumptions, then the on/off cycles are the I ID experiments. Let and be the nth on and 
off times, raspecth^ely, and let the mean bit rate In the nth cycle of length 8j, -i- be Y„ = RBr/(Bn + The 
means of the common exponential distributk>ns of and are represented by and respectivdiy, and 
the mean of the IID random sequence {y„, n » 1 , Z - ■} Is given by 
^ = pR where p = |i//(|i/ f ji*) (10a) 

and its standard deviatk>n is approximately given by 

0y = V2p(1 - p)R (10b) 

Let Af„ be the smallest sample size in the sequence y„ such that the sample mean m has a confkience interval 
(/n-z,n> and a confkience level 6a,. The let w„ be obtained from the normal distribution table to satisfy 
^ P{-w^^W^w^} = (11) 

where Wis normally distributed with zero mean and unit variance. Then M„ is given by 

= (12) 

45 The time interval required for obtaining the desired confidence level is then as the time required to obtain 
M„ raw n^asurements. If is the mean burst length, then one measurement takes, on the average, b^nt 
seconds and T„ is given by 

= M^^, (13) 
m 

so 

For the red marking probability filter 47 of RG. 4, it is assumed that every packet has the same probability 
of being nnarked red and that whether or not it is marked red is independent of all of the others. Although this 
is not strictly true, particularly when multiple packets arrive back-to-back during an on period, the results used 
herein are not very sensitive to the confidence level of the red marking probability ^ estimates. Let X/ be a 
random variable indicating whether the Hh packet is marked red (X/ = 1) or green (X/ = 0). Then 
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0 withprobahOity (1 - 0 ' ^ ^ 



The etandard deviation cf X/ is 

ax = - (15) 

Using the same steps used to connpiite the mean bit rate measuring period 7^, the smallest numt>er M^ofX 
observations to achieve a conf klence interval of (1^ - z^. ^ -i- and confidence level 9^ is given by 

M^-{^)\ (16) 

whm iVj. is obtained similarly to w^t^ The desired measuring period Is then obtained as the time to observe 
the Ml packets. If L Is the mean packet length (in bits), a packet wilt arrive on the av^age every Um seconds 
and is given by 

7, = Mt^. (17) 

The filters 45 and 47 of FIO. 4 thus utiiize^the measurement periods and 7^ defined in equations (13) 
and (17), respectively. Filtered values Aj, and ^ of the mean bit rata and the red marking probability thus de- 
liverad to compare unit 42 once every 7o, and 7^ seconds, respectively. These filtered values form a set which 
can be compared in unit 42 to the acceptable sets of these values to determine whether or not adaptation is 
rsquined, i.e., a new connection request is warranted. This comparison will be discussed in connection with 
the adaptation region diseased graphlcaDy in FIG. 5. 

Before proceeding toa di^ssion of RO. 5, it should generally be noted that a new connection is requested 
when the mean bit rata or the "burstiness" of the input traffic renders the leaky bucket mechan ism 34 incapable 
of insuring 1 ) the negotiated overadi packet loss probability of that connection or 2) the packet loss probabii ity 
of other connections sharing the same links. On the other hand, a new connection can also be requested whan 
the mean bit rate or the burstiness of the in put traffic falls sufficiently low that 3) the throughput of the network 
can be increased by reducing ttie bandwidth allocation for that connectk>n, in the process also reducing the 
user cost based on allocated bandwidth. In accordance with the present invention, these three conditions are 
used to define the bounds of the adaptation region shown in FIG. 5, as will be shown below. 

In FIG. 5 there is shown a graphtcat representation of the adaptation region in accordance with the presenrt 
invention for adapting the bandwidth of a packet network connection in response to changes in the mean bit 
rate and/or the burstiness of the traffic input to the network. Curve 51, between points 50 and 52, represents 
the limit on the current connection's overall packet k>ss probability. For the sake of simplicity, if the overall 
packet loss probatMlity of this connectton stays within the negotiated order of magnitude, that is, if e (0.5, 
5.0) X 8r. then no adaptation adjustment is necessary. If and are the loss probal:>ilities, respectively, for 
the green and the red packets in the network, it is assumed that the bandwidth alfocation is done to equalize 
these two loss probabilities and that the buffer management satisfies the order relationship 

0(cc)( = %TO{zr) ^ (1 - ^r)O(eg), (18) 
where 0(e) is defined as 10-" when (0.5,5)*10-" where (n an integer) 

and 47- is the red marking probability, Le., kr-O (eg )/0 (e^ ). When % increases beyond the overall 
loss probability eo becomes unacceptable and the bandwidth must be adjusted upward. In FIG. 5, curve 51 is 
45 the collection of (m, bj^ points that yield ^ = itr^^i- where ky is 5, the high order of magnitude limit on the target 
probability loss. That is, curve 51 is the coliectfon of sets of values of m and which satisfy 

Rjy m)exp(-Ti/bef) 



(/? _ _ m(R - y)exp( 

where 



(20) 



■ (R - fn)(R - jyr 

Curve 53 between points 52 and 54 of FIG. 5 represents the limit on the amount this connection Is allowed 
to unfairly impact on other connections sharing the same transmission links. It is first noted that launching of 
55 excess traffic into the network Is more ilk ly to first affect the av rage delay seen by other connect! ns before 
impacting the loss probability of these other connections, due mainly to the red discard thresholds imposed 
at the intermediate nodes. The buffer occupancy of the buffer In a link \s a measure of this average connection 
delay when this connectfon source Is input Into the buffer with an effective transmission rate equal to the band- 
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width reserved on that link for this connection. Th presence of the leaky bucket Is Ignored since, If ourve 51 
Issatlsfi d. then all of th traffic will enter th n twork without being shaped by th leaky bucket, as k>ng as 
there b no limit on the amount of red traff k; that can b sent into the network. Th buffer content due to both 
the green and th red traffic must be considered since th traff to priority is on a f irst-oome. first-served, basis 

s and the impact of the red discard threshold on th average delay will be minimal since the red discard threshold 
is designed to control discard probabilities. 

Curve 53 of FIG. 5 is detemiined in the f6ik>wing way. Ijet v be the average buffer content for the original 
source. When the average buffer occupancy Increases to a multiple /r2xv(/r2 > 1), the traffic is deemed to be 
unacceptable to the network. The value cf the coeff telent k2 depends on the bandwidth of the connection rel- 

10 atlve to the link's capacity, the larger this ratio, the smaller the value of Moreover, since a connectk>n path 
generally consists of more than one link, the buffer capacity In some links may become unacceptable sooner 
than the others. The link in which the buffer occupancy first becomes unacceptable Is that link in which the 
connectk>n's reserve capacity contribution is the smallest As discussed in the aforementraned copending ap- 
plication Serial Number 943,097, the green token generatkm rate jg of the leaky bucket is set equal to this mlnl- 

15 mum reserve capacity contn'bution. Therefore, curve 53 is Ibnmed by the collection of ail (/n, bJi points which 
satisfy the relationship 



20 



40 



where 



g = *r2V, (21) 



Curve 56 between points 55 and 57 represents the k>wer limit on the adai^ion regran of FIG. 5 and is 
heavily dependent on the custonner billing structure. For each connection, a different amount of bandwidth is 
2s reserved on each link along the path, depending on the initially assumed characteristics of the traffic. The 
anrK)unt charged to the customer is. in general, related to these amounts of reserved bandwkJth. If it is assumed 
that the customer is billed by an amount proportional to the bandwidth y, then ourve 56 is the ooliection of ail 
(/n, b^^ points that result in the y parameter being some fraction of the current value, where the fraction 
depends on the size of the connection and implementation constraints such as bandwidth update overhead. 
^ For lower bandwidth connections, fcs can besmaliersinceupdateoverhead bthesameregardlessofthe band- 
width of the oonnectfon. (???) 

For simplicity, it is assumed the all of the buff^sizes are the same (X) and that the target loss probabilities 
for each link are the same (^). It is further assumed that the traffic characteristics are such that y is equal to 
the equivalent capacity of the connection. In this case, curve 56 of FIG. 5 is the ooliection of all (/n, bjj points 

35 satisfying the relationship 

^^y-X.^jy-XW^ArXmm ^^^^ (23) 



where y is the current token generatton rate and 

y-^^^f-lnf. (24) 



In accordance with the illustrative enDbodiment of the present inventkm, the adaptation regton 58 of FIG. 5 is 
bounded by equations (19H24) and represents a region within whk:h adaptive adjustments in the connection 
bandwidth are not required. Above region 58, the bandwkJth adjusted upward while below region 58 the band- 

45 width is adjusted downward. The values of /ti, /r2, can be adjusted to reflect local requirements of the network 
1 0 of RG. 1 . Generally, however, kt lies in a range between 2 and 1 0, k2 lies in a range between 1 . 1 and Infinity, 
and /ts lies In a range between zero and 09. In one appiicatton, /ri ° 5. ° 2 and k^ ° 0.8 performed well. 

It will be noted that the comparisons necessary to determine violations of the adaptation requirements 
summarized in FIG. 5 require convereion of the red marking probability data into effective burst lengths to per- 

so mit the comparison. Since this conversion Is a complex floating point operation and is required every compar- 
ison perbd, considerable time would be lost in calculating effective burst lengths which would never^be used 
(since this effective burst length is otherwise used only if a new connection is requested, i.e.. the m^ ^ points 
fail outside of the region 58 of FIG. 5). In accordance with the present invention, the computation load on the 
bandwidth management subsystem of the present invention is significantly reduced by remapping the adap- 

55 tation region 58 of FIG. 5 In terms of the actual measured quantities m„ and ^. This remapping is shown in 
FIG. 6. 

In FIG. 6 there is shown a graphical representation of the adaptation region of FIG. 5 mapped to the av rage 
bit rate (m) and red packet marking probability {Q plane. The same reference numerals used in FIG. 5, with 
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an accent attached, are used In RG. 6 to represent oorresponding portions of the adaptation region. Thus adap- 
tation region 56' of FIG. 6 is t>ounded by curves 51\ 53' and 56', corresponding to equatiorm (19), (21) and 
(23), respectively. Any point on the (/n, plan can b mapped Into a point on th (m, Q plan , given the 
initial traffic characterizations R, m, using the relationship 
3 R<y - /n)exp(-n/6,^) 

^ (R -m)y-/n (R-y)exp(1ii/W 
where r\ is defined in equation (20). Although this remapping also involves complex computations, it need be 
undertaken only once every bandwidth update rather than once every decision period (Q. The set of points 
within region 58' can be denoted by R{fhj, ^7), where fiij is the m value used by the subsystem of FIG. 3 to set 
up the currently existing connection and ^ the targst red marking probability cumantly being enforced by 
the leaky bucket module 34. 

In RG. 7 there is shown a flow chart of the operation of the estimation and adaptatk>n module 33 of FIG. 
3, shown in more detail In RG. 4. The adaptation algorithm shown In FIG. 7 can be auntmarized as follows: 

ACCESS CONTROL ALGORITHM 



A Initial izatkm: Given the initial traffic parametere (R, mo, b^: 
1. Compute NtB and using equations (d)-(13). 
^ 2. Compute and o^. using equattons (15>-(17). 

3. Compute the region R{mo, ^t) in the (m, ^ plane. 

4. Setmo = mo, ^ = ^T. n= 1 and/ = 0, 

B. At the end of eadi measurement interval n,n = ^,Z f llt^ the measurements of m and ^ using the 
exponential filter of equation (6). 
25 C. Test for {n < /Vo^, i.e. has a suff teient number of raw m measurements been received to calculate a suf- 
ficiently accurate m„? 

1. If yes, test for (n<y+ N^, I.e., has a sufficient number of raw ^ measurements been received since 
the last connection establishment to calculate a suff teientty accurate |„? 

a. If not. Increment /? = n + 1 and jpturn to step (B). 

b. If yes, test for (fhp ^) € R (m/, ^r), i.e., is the current (/n. Q set within region 58' cK FIG. 6? 

• If wtthin regk)n 58', increment n and return to step (B). 

• If outside of region 56'. skip to step (D), requesting a new oonnectbn, using the paranieters 

2. If (n^ Ntjd, test for (fi<y->- A/^, i.e., if a sufficient number of raw m measurements has been received, 
3^ has a sufficient number of raw^nneasurements been received since the last oonnectbn establishment? 

a. If not, increment n and return to step (B). 

b. If yes, test for (/n„, |„) e R (rhj, I7), Le., is the current m, § pair within regbn 56' of RG. 6? 

• If within regton 56', increment n and return to step (B). ^ 

• If outskie region 56*, skip to step (D), requesting a new connection, using the parameters (/fv,, J^. 
^ D. Request connection agent 36 (FIG. 3) for a new connection, using the paranDeters received from one 

of the above steps. 

E. Wait for new system parameters (y, Mg, Njjj, N^, a„^ c^) from connection agent 22. This wait is required 
only for bandwidth increases. Bandwidth decreases can always be acoonrvTKxiated within the originally re- 
served bandwkith. 
^ F. Reset ajj system parametere to the new values. 

1. Set5rt = 57'and set/ = n. 

2. Increment n a fi + 1. 

3. Return to step (2). 

Referring to FIG. 7, starting at start box 70, box 71 is entered where the connection parametere from the 
Initial connection requestfora connectbn (R, mo, and b^are received (at the same time the initial connection 
request message is launched on the network by connection agent 32 (FIG. 3)). In box 72, all of the variable 
parameters of the estimation and adaptation module of FIG. 4 are computed, in particular, the minimum number 
Nm of raw mean bit rate measurements, the mean bit rate filter 45 weighting factor 0,7^ the mininrtum number 
A/( of raw red token probability measurements, and the red token probability filter 47 weighting factor a^. In 
55 addition, the initial filtered value of mo is set at the initial request value of mo, the initial filtered vahjs of ^ is set 
at the target red packet marking probability ^^in box 7Z Finally, in box 72, tha measurement period index n 
is set to "1" and the connectton request number/ Is set to "0". In box 73, the next raw measurements are re- 
ceived, a mean bit rate m^ and a red tok n probability^. These raw values are used in box 74 to calculate the 
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filtered values fhn and ti. using the exponential filter equation (6). 

Th output of box 74 Is applied to decision box 75 to d termlne If a sufficient number of mean bit rate raw 
measurem nts have been received to guarantee a suff Id ntly accurate m an bit rat estinnate. If not, decision 
box 76 Is entered to determine if a sufficient number of red marking probability raw measurements hav been 

5 received to guarantee a sufficiently accurate red token marking probability estimate since the last connection 
update. Note that the raw mean bit rate measurements need be monitored for a minimum number only once 
for a connection, while the red token marking probability measurements must be monitored for a minimum num- 
ber after each connection update since the leaky bucket parameters are updated whenevo* a connection is 
updated. If neither sufftelent mean bit rate measurements nor sufficient red token marking probability nDeas- 

10 urements have been received, as determined by declsk)n boxes 75 and 76, box 64 Is entered where the nf)eas- 
urement Index n is incremented by one. Box 73 is then re-entered to receive the next raw measurement values. 

If a suff teient number n of raw red token marking probability measurements have been received (at least 
)*Nii,as determined by decision box 76, decision box 78 Is entered to determine if the {ntpl^fi point in the 
(/n.^ plane Is within the adaptation region 56' of FIG. 6. If so, no adaptation is required and box 84 Is entered 

IS to Increment n and re-enter box 73 to get the next raw measurement If the point (rhj,^) is outside of the adap- 
tafton region 56' of FIG. 6, as determined by decisk>n box 78. box 79 Is entered to request a connection with 
^he new traffic characteristics (mp^). That is. if sufficient ^ samples have been received to accurately cakxjiate 
^ the red token probability estimate, but insuff ictent samples have been collected to accurately estimate the 
mean bit rate, nevertheless, the new ^ estimate Is combined with the mean bit rate in force from the last oon- 

20 nection update and compared to the adaptation region 56* of FIG. 6. If these values faW outskle of the adaptation 
region 56*. then a newconnectk>n is requested in box 79. if a new connection is negotiated, a new adaptation 
region is calculated, new leaky bucket parameters are calculated, and new filter values are calculated. The 
details of this process in boxes 79, 82 and 83 will be discussed In connectk>n with FIG. 6. After the connection 
is updated, box 84 is entered to increment n and box 73 re-entered to await the next measurement sample. 

2S If it is determined In decisk>n box 75 that a sufficient number of raw m„ samples have been received to 
provide a sufficiently accurate estimate of the mean bit rate, decision box 77 is entered wtiere it is again tested 
as to whether a sufficient nionber of raw ^ red marking probability samples have been received since the last 
leaky bucket update to estlntate the red marking proba[)ility. Even If insufficient ^ samples have been re- 
ceived, decisbp box 81 is entered to determine if the {rhaXn) point falls within or outside of the adaptation region 

30 56'. If the (m„,^} point does fall outside of the adaptatton region 58*. as determined by decision box 81 . box 
63 is entered to update the connectton, using the new mean bit rate m„ but the target r^ niarking probability 
^res the update pararr^ters. That Is, even when sufficient raw ^ samples have not been received, neverthe- 
less the connectton is updated if the mean bit rate has changed so much that the (m„.|„) Is no longer in the 
adaptatton region 58*. After the connection is updated in box 63. box^84 Is entered to increment n and box 73 

35 re-entered to await the next measurement value. If the test point (m„,^} is within the adaptation region 56', as 
determined by decision box 61 , box 84 is entered to increment n and box 73 re-entered to await the next meas- 
urement vahje. 

If it » determined in decision box 77 that sufficient ^ valines have been received to estimate the red mark- 
ing probability, decision box 60 is entered to test if the {nif^^T) point Is within the adaptatk)n regk}n 56*. If so, 
40 box 64 is entered to increment n and re-enter box 73. If the {fhj„^) point Is outside (tf adaptatk>n regbn 58', 
box 62 is entered to update the connection with the parametera (/n^^). Box 84 Is then entered to increment n 
and return to box 73. 

The procedure shown in FIG. 7 Is, in the preferred embodiment. Implemented by programming a general 
purpose computer, if some of the highly Iterative portions of the algorithm of FIG. 7 which are required on a 

45 per connection basis are implemented with high-speed special purpose circuitry, it is important that the Inter- 
face between the high-speed circuitry and the computer be designed to minimize computer intenupts. It should 
also be noted that the adaptation region 58' of FIG. 6 can be Implemented tiy sampling the value of ^s at a 

number of m's covering a range of m values to create a two dimensional array 5'^(n?/), 1 = 1.2 K} 

of regular m values and the corresponding ^ values for each of curves 51', 53', and 58'. The m values need 

so be sampled only in the range between zero and the cumently used green token source rate y since {m„ > y) 
always implies the need for an upward bandwidth adjustment (y is the maximum rate at whteh data can flow 
through the leaky^bucket). The values of other ^'s ^n be interpolated between the stored valuea Given the 
resultlng^m„ and ^ values, the relative position of ^ with respect to l,"{m„) and J^Hmn) can be determined. If 
the new ^ estimate lies between these two values, the new measurement values are within regbn 58'; other- 

55 wise the values are outside of the adaptatk>n region 56'. 

One RDodif lcatk>n of the algorithm of FIG. 7 is to decrease the bandwkith more gradually than the bandwidth 
is increased. This can be accomplished by introducing an hysteresis parameter ^}[0<h<^) into the compu- 
tations for m„ and b^flor estimates below th lower boundary curv 56' of adaptation region 58'. That is. if the 
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estimates {m„Xi) ^'ow curve d&, then 

mt,<-hmj-^{\ 'h)m„ (26) 

and 

ii,^ht/^+(^'h)tC (27) 

5 

are used in computing the request vector and the new leaky bucket parameters. The value of /i can be set at 
or near 0.5. Another variation of the algorithm of FIG. 7 is to delay requests for updates for a larger number of 
raw measurement samples, providing a more conservative adaptation strategy. 

In FIQ. 8 there Is shown a flow chart of the process for updating a connectlonp shown generally in boxes 
10 79, 82, and 83 of RG. 7 and in step (D) of the access control algorithm outlined above. The update connection 
algorithm of boxes 79, 82 and 83 of FIG. 7 can be summarized in the following substeps, utilizing the values 
of m and ^ received from the flow chart of FIG. 7. 

CONNECTION UPDATE ALGORITHM 

IS 

A. Compute dor from equation (3) and send a bandwidth update request message (FIG. 2) including the 
new m and /?. 

B. Watt for a reply from the remote connection agent If this is a bandwidth reduction request, no waiting 
is required; proceed directly to step (C). 

20 1. If the reply is negative, terminate or reroute the connection. 

2. If the reply is positive, proceed to step (C). 

C. Compute the following quantities for the new connection: 

1. Compute tiie leaky bucket parameters y (the green token source rate) and Mg (the green token pool 
size). 

25 2. Compute the new adaptatfon region R( m.^r) (FIG. 8). 

3. Compute new values forN„„ a^, and o^. 

Referring more particularly to FIG. 8, starting at start box 90, box 91 is entered where the value of the new 
effective burst length b^\s calculated, using equation (3). Box 92 is then entered to launch a request from con- 
nection agent 32 (FIG. 3). using the connection characterizatk)n values specified in box 79, 82 or 83 of FIG. 

30 7. Dec»ion box 93 is then entered to determine If the request is for a bandwidth increase or a bandwidth de- 
crease. If a bandwklth increase is requested, boK 94 is entered where the system waits until the connection 
request propagates along the connection path to the remote receiving agent and a oonf imtatton of the oon- 
nection is returned to connection agent 32. Decision box 95 is then entered to determine if the reply » positive 
(update granted) or negative (update denied). If the update Is denied, box 98 is entered to terminate the oon- 

35 nection or to invoke dther facilities, nc^ herein disdosed, to reroute the connection. The procedure terminates 
in box 97. 

If the connection request reply is posith/e, as determined by decision box 95, box 98 is entered where new 
leaky bucket parameters y (green token source rate) and Mg (green token buffer size), as taught in the copend- 
ing applicatk>n Serial Number 943,997, identified above. If a bandwkith decrease is requested, as determined 

40 by decisk>n box 93, box 98 is enters directly since no wait for a response to the connection request message 
Is required; the bandwidth will always be available from the wider bandwidth connection being replaced. After 
calculating the new leaky bucket parameters in box 98, box 99 is entered to compute the new adaptation region 
58', using equations (19), (21) and (23), and. i»ing equation (25) translated to the m.^ plane. In box 100, new 
filter values o^are computed whkh control filters 45 and 47 during the upcoming connection update. 

46 It can be seen that the access control mechanism the present Invention insures that adequate bandwidth 
will be provided for each connection even when the charactertetk^ of the signal source associated with that 
connection change signif k:antly. This "dy namk; adaptation" to the characteristics of the signal source, however, 
is controlled to prevent overly rapid updates to the connection parameters and the networic overhead associ- 
ated therewith. The bandwidth, measurement filters and leaky bucket access mechanism are all changed to- 

so gather to insure compatible treatment of the input traffic stream. 

One obvious modification of the present invention is to replace the red marking probability ^ of the leaky 
bucket mechanism with the probability that the token level at the leaky bucket mechanism is less than some 
predetermined threshold level. This latter metric is useful when a very small red martdng probability is desired, 
for xample if the red loss probability in the network were very high. 

55 
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Claims 

1. A packet communications network for Interconnecting source nodes and destination nodes for establish- 
ing a connection for the transmission of digital paclcets of information from a source node to a destination 
5 node In said network, said communications system Including a dynannic access control mechanism conr>- 

prlsing 

means for nrwnitoring the mean bit rate of signals from said source, 

a leaky bucket control circuit for controlling the flow of said signals from said source into said net- 
work, 

10 means for monitoring ttie loss probability of packets introduced by said leaky bucket control circuit, 

means for establishing boundaries of corresponding pairs of measurements from said mean bit rate 

monitoring means and said loss probability measuring means, and 

means responsive to a pair of said niean bit rate and loss probability nrraasurements foiling outside 

of said boundaries for updating the bandwidth of said connection. 



IS 



20 



25 



30 



35 



40 



The packet communicatlona network according to claim 1 wherein said means for establishing boundaries 
comprises 

means for determining an order of magnitude range around said mean bit rate and said foss prob- 
ability n^asurements. 

The packet communications network according to claim 1 wherein said means for nrK>nitoring said mean 
bit rate comprises 

filtering means for filtering a plurality of said mean bit rate measurements. 

The paclcet communications network according to claim 1 wherein said means for monitoring said loss 
probability comprises 

filtering means for filtering a plurality of said toss probability measurements. 

The packet communicattons network according to daim 2 wherein said boundaries represent values of 
the mean bit rata m and the packet \o&6 probability ^ satifying the relationships 

R(y - m)exp(-Ti/6^) 
(R^ myy- m(R - y)exp(-T/De/) 

where 



and 



where 



and 



= *2V, 



(y - rnW 



(R - m)(R - yytb,, 



R X Y - X + V(Y - 4- AyXmiR ^ 

45 where y la the current token generation rate and 

_ (R-_m). ,1 

R is the maximum bit rate of signals from said source node, 

y is the green token source rate of said leaky bucket control circuit, 
so b«f is the effective burst length of signals from said source node, 

k^ Is a constant between two and ten, 

Is the target red token loss probability of said leaky bucket control circuit, 

Mg is the size of the green token buffer in said leaky bucket control circuit, 

k2 is a constant between 1.1 and infinity, 
55 V is the av rage buffer content of signals at sakJ source node, 

8r is the target loss probability, 

As is a constant between zero and 0.9. 
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6. A method of dynamically adapting access to a packet communications network for Interconnecting source 
nodesandd stinatbn nodes forth transmissionofdlgitalpacketscf information from said soun; nod 
to said destination nod , said method Including the steps of 

monitoring th mean bit rate of signals from said source node, 

utilizing a ieaky tHJcket control circuit to control th flow of saM signals from said source node Into 
said network, 

nrK>nltoring the loss probability of packets Introduced into said network by said ieaky bucket control 

circuit 

establishing boundaries of corresponding pairs of measurements from said mean bit rate nrK>nltor- 
ing step and said loss probability monitoring step, and 

means responsive to a pair of said mean bit rate and k>s3 probability measurements falling outside 
of said boundaries for updating the bandwidth of a connectbn between said source node and said des- 
tination node. 

7. The method according to claim 6 wherein said slap of establishing boundades comprises the stap of 

determining an order of magnitude range around said mean bit rate and said loss probability meas- 
urements. 

8. The m^hod according to claim 6 wherein said step of monitoring said mean bit rate comprises comprises 
the step of 

filtering a plurality of said mean bit rate measurements. 

9. The method according to daim 6 wnerein said step of monitoring said loss probability comprises conr>- 
prises the step of 

filtering a plurality of said loss probability nrteasurements. 

10. The method according to claim 7 wherein saki step of establishing boundaries further Include the step of 

detenmining values of said mean bit rate m and said packet loss probability ^ satifying the relation- 
ships 

R(y - /n)exp(-V6.^) _ . 



where 



and 



where 



m 
76 



(7- rn)f^ 



and 

o Y - X + Vcr - 4^ 4rXm/R 



(22) 



2y ksy. (23) 

where y is the currant token generation rate and 

r = ^H^Mnf. (24) 

R is the maximum bit rate of signals from said source node, 

y Is the green token source rate of said leaky bucket control circuit 

is the effective burst length of signals from said source node, 
/ci is a constant between two and ten. 

Is the target red token loss probability of said leaky bucket control circuit, 
Mg Is the size of the green token buffer in said leaky bucket control circuit, 
kz Is a constant between 1.1 and infinity, 
V is the average buffer content of signals at sakJ source node, 
&T 13 the target loss probability, 
ks Is a constant between zero and 0.9. 
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FIG. 8 
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